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Share in chat – 
are you into 

AI, cybersecurity, 
both, neither?
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Cybersecurity is mission + AI

ASM is impossible without AI

AI for ASM means solving
cool, hard problems



Nice to meet you
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Cybersecurity is mission + AI

ASM is impossible without AI

AI for ASM means solving
cool, hard problems



Bad actors attack everyone all the time
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our screenshot of publicly accessible system
(most dangerous systems aren’t screenshot-able) brute forcing passwords is easy

turingpoint.de, February 2020

Security ASM AI

Share in chat – 
have you been a 

victim?

https://turingpoint.de/en/blog/how-much-does-it-cost-to-crack-your-password/


Attacks produce money and power

● Sell data
● Hold data for ransom

● Rent the machine
● Mine cryptocurrency
● Drop malware installer

● Download non-public info
● Break infrastructure
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Security ASM AI



Increased internet connectedness makes it worse

7  |  © 2022 Palo Alto Networks, Inc. All rights reserved.

Security ASM AI



Without defense innocent people will fall
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leaked

Security ASM AI



Without defense innocent people will fall
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Security ASM AI



Our mission: Know what’s there so you can defend it
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Externally Facing 
On-Prem Assets

Internet Assets 
Owned by You IoT & 

Mobile Devices

Supply Chain 
Assets

M&A 
IT Infrastructure

Cloud 
Environments

Internet-
Facing Assets

Unsanctioned 
Cloud Assets

Attack Surface 

Security ASM AI
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Cybersecurity is mission + AI

ASM is impossible without AI

AI for ASM means solving
cool, hard problems



Observe

Attribute

Act

ASM is impossible without AI
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Security ASM AI



Observe: We need AI to explore IP space & find “what exists”

Brute force search? Not anymore….
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IPv4 (32-bit)

34.107.151.202

4,294,967,296

IPv6 (128-bit)

2607:f8b0:4005:807::200e

340,282,366,920,938,463,463,374,607,431,768,211,456

Alderaan explodes… us too…

Security ASM AI



Attribute: We need AI to identify the owner
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domain
pppds.com

IP address
34.107.151.202

certificate
MIIGbDCCBVSg...

?

Security ASM AI



Act: We need AI to make remediation possible
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79% of security teams
feel overwhelmed by the volume of threat alerts

55% of enterprises
see more than 10k alerts a day

85% of security professionals
think their security team is understaffed

Security ASM AI

sources: SC Media via survey at 2018 RSA; analyst report by Enterprise Management Associates; SOC report by Ponemon Institute



Observe

Attribute

Act

ASM is impossible without AI
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Security ASM AI



17  |  © 2022 Palo Alto Networks, Inc. All rights reserved.

Cybersecurity is mission + AI

ASM is impossible without AI

AI for ASM means solving
cool, hard problems



ML
Framing the question

Let’s sample cool, hard problems in 4 roles

Who owns what on the internet?
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MLOps
Supporting the lifecycle

Engineering
Scaling the answer

Ethics
Monitoring the effects

Security ASM AI

Share in chat – 
which are most 
compelling to 

you?



ML: How should we frame the attribution question?
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Supervised

Unsupervised Reinforcement

Security ASM AI



Engineering: How do you attribute ownership at internet scale?
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Every domain/IP/etc.

Direct & indirect field values

Naively doing inference is too expensive

completeness

correctness

( * every 
organization)

Security ASM AI



MLOps: How do you support the ML development lifecycle?
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Security ASM AI



Ethics: How do you monitor for adverse effects?
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“Data Slices” paper in NeurIps ‘21 
Data-Centric AI workshop

Security ASM AI



ML
Framing the question

We have cool, hard problems coming out our ears!

Who owns what on the internet?
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MLOps
Supporting the lifecycle

Engineering
Scaling the answer

Ethics
Monitoring the effects

Security ASM AI
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Drilling out on Palo Alto Networks



Our leadership drives innovation
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“We’re driving an AI-based 
SOC transformation.”

– CEO Nikesh Arora 
in the 23 February 2023 earnings call



We have the data, scope & customers to build big
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endpoint 
clients

internet 
servers

firewall 
traffic



Our whole organization is solving cool, hard problems
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Prioritization

Data exfiltration

Zero-day blocking

Malware identification

Correct configuration



Thank you

paloaltonetworks.com
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Happy to answer questions!

Pamela Toman
Sr. Principal Machine Learning Engineer

Cortex Xpanse

ptoman@paloaltonetworks.com


